Issues report on privacy – Outline

Please note that the headlines in this outline are not meant to be the precise wording used in the issues report.

1. Statement of the Issue itself:

2. Background

· What kind of registrants are there? [in gTLDs, in ccTLDs]

· Existing policies

· Survey results?

3. Perspectives / Various Viewpoints

· Protective Perspectives and concerns:

· perspective focused on concerns about protecting the privacy of individual contact information–

·  Ruchika's FTC submission; argument based on right to anonymity. 

·   Fraudulent use of data; ID theft.

· Perspectives focused on access and use of data for “legitimate” purposes

· consumer Protection

· Technical Contact details for resolving/contacting responsible parties

· DDOS, Virus, etc.

· Enforcement contact information perspetive

· Law Enforcement Perspectives

· Data user perspective – seeNYIPLA Internet Law Committee Comments (http://www.dnso.org/dnso/dnsocomments/comments-whois/msg00028.html – the dissenting opinion in there is relevant to the privacy perspective, and gives the US free speech/anonymity arguments.) 

· EU privacy perspective (compliance side) – derive from EC commission's submission and from Palage's slides

· OECD privacy guidelines  include as appendix. Summary here.

· OECD guidelines on consumer protection – to be included as document  in appendix. Summary here.

· WIPO ccTLD best practices – Steve 

· Input from Stability and Security Advisory Committee *[see below?]

· WHOIS report by OECD under development/check status

4. Policy Options

1. Principles – high-level principles. What (possibly contradictory) objectives could policy attempt to achieve? Transparency comes in here; OECD principles as thinking tool? Must consider stability of Internet; input

2. Discussion of individual policy dimensions, and related approaches/options Status Quo/ Options for Change, Pros and Cons, etc.

3. Some Possible Approaches: [NOT EXHAUSTIVE LIST]

ONE option is to keep status quo or keep status quo with the improvements recommended and the further work being documented by Steve’s Issues Report.

 THAT needs to be stated here. and then a short statement can be included about why the TF recommends further work,but needs to be in the cover/transmittal of the Issues Report.

· Differentiate among data subjects. 

· Marilyn: Pro

· Thomas: Arguments from mailing list discussion with Steve. Applies to bulk and query access.

· Tiered access / differentiate among query data users. Becky's criteria; note that these are based on a scale argument (many data users!). Describe scope and scale: Query based AND Bulk Access?
· Others: ?????
· Specific Recommendations related to Bulk Access and Port 43: 
· Bulk access. Statement of where “we” will be afer adoption of existing recommendation and then describe what else could be done to limit any marketing uses or non opt in uses.
· High volume Port 43: Examine how to address in short run to limit most mining uses. Identify if policy change is needed or ICANN could direct Registrars to undertake measures, if they meet certain criteria. 

· ?  

5. Summary of Issues – Yet to be agreed how to address

6. Proposal s for Further Consultation  and Analysis of Concerns and Issues:

· Workshop with GAC

· Further work by SAC needed re the issues of linkage between privacy and stability

