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Summary of Whois Task Force Comments on the Interim Report: Dec. 23, 2002 - Jan. 10, 2003
January 10, 2003
· Comments of Shane Tews, submitted on behalf of the Network Solutions Registrar

The interim Task Force document does not reflect a thorough vetting of all Whois related issues nor a consensus of the community on its conclusions.  Network Solutions believes that bulk Whois access is one of the causes of the current spam problem as well as a cause of concern for privacy advocates.  It should not be a precondition for using the domain name system for a user to have to open herself up to abuse through the misuse of contact data.  Network Solutions believes that situations like the abuse of contact data are legitimate reasons for limiting availability of contact information.  Until consumer privacy concerns are adequately addressed, progress in assuring accurate Whois data will be difficult.

· Comments of Ray Fasset in response to Jan. 9 comments of Aaron Swartz
Suggests that "[t]he application of Digital Rights Management technology could restrict certain uses of the database upon download, notably those favored by marketing objectives."

January 9, 2003
· Comments of Barbara Simons
Concerned that availability of Whois contact data is a threat to privacy and security, through identity theft which can in turn be used to create false identification for criminals and terrorists.  Supports the December 9 comments of Kathryn A. Kleiman.

· Comments of Aaron Swartz
Notes that the Whois database provides invaluable information for the public, researchers, and archivists.  However, the current bulk Whois policy encourages registrars to charge $10,000 for access, effectively ensuring that data will be used for marketing purposes.  Suggests that bulk access for research or archival purposes should be provided at cost.  Further, "rules preventing research and archival, such as 3.3.6.5, should either be removed or have an exception for such use."

· Comments of Karl Auerbach
States that the November 30th report unfairly characterizes his comments and did not answer any of his questions.  He attaches his October 14, 2002 comments because they "apparently. . . didn't get through on the first try."  Disagrees with the interim report in that it starts from an irrebuttable presumption that Whois data must be published to protect the rights of intellectual property owners despite the damage that may cause through the destruction of personal privacy.  Agrees with the Dec. 8 comments of Kathryn A. Kleiman.

· Comments of Stanley Krute of Soda Mountain Co.
Agrees that accurate Whois data is a necessity.  Recounts his own tracking of an individual who ran a fraudulent Internet service in his community.  With Google and a Whois search, he was able to trace 3 years of fraudulent activity amounting to several hundred thousand dollars.  Without Whois, "the web will become a prime location for criminal activities."  Is not sure that Whois data should be available in bulk, due to the existence of spammers.  Believes there should be a web service for automating Whois queries (prefers XML-RPC, SOAP as a 2nd choice) and that by "limiting the interface to one query at a time, spammers might be deterred."

January 8, 2003
· Comments of John Berryhill
Gives an example of fictitious contact data that he had reported to Verisign "a couple of months ago."  He states that Verisign hasn't done anything in response.  He states that "as per the 15 day period to correct registration data, these people have had plenty of time."  He agrees with the Task Force that "their delay is inexcusable."

· Comments of RB Hauptman
No text in the subject or comment field.

· Comments of Jeff Williams
Attaches links to missing comments that were posted to "comments-whois@dnso.org 'Black Hole' ML."  

· Comments of Jeff Williams of October 23, 2002:  These comments were included in the summary dated November 14, 2002.

· Comments of Karl Auerbach of October 23, 2002: Notes that "some of the Whois Task Force Recommendations explicitly rely on changes to the ICANN Registrar Accreditation Agreement (RAA).  Per Louis Touton's note of October 20, 2002, ICANN lacks the contractual authority to unilaterally renegotiate this or other agreements."  Further notes that ICANN had "no way of forcing Verisign/NSI into the major amendment of their contract  with ICANN, but with the carrot that ICANN offered, the perpetual control of .com, Verisign was happy to be induced."  States that "perhaps there is no unilateral power, but there is value in future comfortable relations."  Attaches comments that were included in the summary dated November 14, 2002.

· Comments of Jeff Williams of October 20, 2002 In Response to Marilyn S. Cade:  Marilyn Cade's email, included in Jeff Williams' comments, points out that Vittorio Bertola's comments of August 28, 2002 responded to the Final Report on Survey Results, not the Interim Report.  Ms. Cade's email also notes that the commenting period for the Interim Report is open and welcomes submissions.  Mr. Williams' response and comments express his displeasure with the comment submission process.  States that the creation of the Task Force is a further "stretching out" of the Whois issue and a "process finagling that fails to reach a reasonable cross section of stake holders that make up the Task Force members."  Attaches email of Vittorio Bertola which includes a link to his now readable comments on the Final Report on the Survey Results.  Those comments were posted in an unreadable form on August 28, 2002.  Though not directly on point, those comments are summarized below.  

· Comments of Vittorio Bertola of August 28, 2002:  These comments are in response to the Final Report on the Survey Results.  

· Accuracy of Data in Whois Database: Agrees with the need to have accurate Whois Data.  Believes that the registrant should be involved in the process of keeping data current because the registrant will be the only entity who will know when data is out of date.  If the registrant is required to keep contact data current, then the registrar, through a provision in the RAA, must be required to provide a simple mechanism to allow registrants to check and update contact data.  To protect privacy, this mechanism should be made available to the registrant only, "via an authentication scheme established at the time of the domain registration."  Also suggests that registrants shouldn't have to update contact data across different TLDs.  Suggests the creation of a central "Identity Registry," and the use of "standard cross-TLD identity handles in all Whois databases."  In the interest of privacy, does not believe that Whois data should be publicly and easily accessible.  Does not believe this issue has been sufficiently addressed.  Further, suggests that the lack of privacy protection acts as an incentive to provide false contact data. 

· Uniformity of Data Formats:  Believes this is a precondition to getting more accurate Whois data.

· Better Searchability of Whois Databases:  Does not see the need for this.  Only sees "the need for reducing the access to Whois databases, to enforce a higher degree of privacy protection, and to avoid the current widespread use of Whois information for unsolicited email and other unwanted marketing uses."  Suggests that registrants should "have the option of accepting public distribution of their data, within a separate opt-in part of the registration agreement, when registering the domain."  Where access is necessary for law enforcement purposes, suggests that current laws already provide access even if the data is not available through a Whois query.

· Marketing Use of Whois Data: Notes that registrants must be provided with "options to opt in or out from any kind of usage, distribution and processing of their data that is not strictly necessary to supply the DNS service."  Further notes that "[r]egistrars and registries must not be able to refuse registrations due to the user's wish not to opt in to these additional uses."

· Comments of John Berryhill of October 15, 2002: These comments were included in the summary dated November 14, 2002.

· Comments of Elana Broitman of Register.com
Commends Task Force's recognition of the abuse of bulk Whois, but also points to abuses of public Whois.  Suggests that "[i]n a critical way, this is a worse practice than the abuse of bulk Whois in that registrars are not aware until after the harmful impact on consumers that the information has been accessed and taken without permission."  Gives the DROA taking of Register.com's and other Registrar's Whois data as an example.  Notes that the data was not obtained through a bulk Whois license and that by the time Register.com found out about the taking, "many customers had received misleading solicitations."  States that it took "time and resources in judicial proceeding before the courts issued an injunction last week."  Appreciates the "good public policy reasons for publicly available Whois," but believes that "we can find a solution that meets these legitimate needs while protecting consumers. . . from public disclosure that is subject to abuse."  Finally, notes that "until we address this gap, there is little use in changing bulk Whois requirements. . . as potential bulk Whois licensees move to abuse of public Whois."

· Comment of Bret Fausett
Notes a personal experience with the 15-day response policy in which he received notice from his registrar that his contact data was inaccurate and must be corrected within 7 days or run the risk that his domain name would be deleted.  His contact data was accurate.  It was the complaint itself which was fraudulent and there was no attempt to verify its accuracy.  Suggests that ICANN should not accept anonymous complaints about Whois inaccuracy, that the 15-day deadline should be extended to 30 days, and that "the deletion grace period should apply to domain names deleted because they allegedly had inaccurate Whois data."

· Comments of Danny Younger
Supports the earlier recommendation of Michael Palage that the Task Force be dissolved as it has "failed to properly and fully address community concerns regarding privacy."

January 7, 2003
· Comments of George Kirikos
Believes the 15-day deadline is too short.  Suggests that OpenSRS and other registrars maintain a "white list" of protected names, "where domain Whois is permanently marked 'accurate,' or if not permanent than for long intervals of months, not days."  Suggests the creation of an optional legal contact, "for which legal notices can be sent, to augment the existing admin/technical/billing contacts." 

January 3, 2003
· Comments of Robert Baskerville
Agrees with need for accurate Whois data but believes that the 15-day deadline is too short a period.  Sees "little purpose" for the continuation of bulk Whois and believes it is a disincentive to providing accurate Whois data.  Notes that in Europe, the "legislation on Data Protection, which covers all personal information, . . . prohibits export of such data to anywhere which does not have similar legislative protection of personal data without direct consent."  Doesn't mind having the data linking him to other .uk domains available for standard Whois queries, but doesn't want it available for bulk access outside research.

December 30, 2002
· Comments of Vittorio Bertola
Believes the 15-day deadline is too short.  Suggests that registries/registrars should be required to contact the registrant via email at least twice.  If that fails, registries/registrars should be required to "try to use other reasonable email addresses, such as the RFC-822-mandated 'postmaster@domain' address, or other quasi-standard email addresses, . . . or any email addresses that might be immediately found from a website at the URL www.domain."  Furthermore, if that fails, attempt should be made using the postal service, allowing 30 calendar days "for the letter to be delivered and processed."  Also makes the following suggestions:

· ICANN should adopt a step-by-step contact verification process, "allowing for at least 45 days from the beginning to the end."  This process should include multiple attempts to contact the registrant in different ways before canceling the registration.  

· Creation of "simple instruments where each registrant. . . may edit his/her own details in the registry and registrar databases."  

· Suggests, noting that it may later be mandated by law, that registries and registrars "allow registrants not to be included by default in the Whois service database, but to opt-in into it (except for their name and an email contact address, which should be usually available through Whois)." 

· ICANN should allow "for a number  of cases" where registrant may choose to have contact data only disclosed to law enforcement agencies.  

Notes finally that the "the Whois service as currently implemented by most registries   is clearly illegal in a number of countries, including the European Union."  States that ICANN's credibility is stretched thin by "putting excessive stress on the need of keeping accurate data collected through systems of dubious lawfulness, while not solving the other side of the problem (privacy concerns)."

December 23, 2002
· Announcement of opening of Comments Period through January 9, 2003.

