Registry Comments

The following is a summary of the comments by the registry.  Actual comments are attached as Appendix 1, and a markup of the draft of Working Group 1 is attached as Appendix 2.

Working Group 1:  Accuracy

· Risk of abuse in the complaint process:

· There should be a process for the abuse complainants – they should be obligated to give accurate contact information in order to be allowed to complain (should not be able to complain anonymously). 

· Sanction of quick loss of the name should be limited to wilful, facially inaccurate information with notice + 15 days to respond.

· Those with less egregious false information should get a longer period to respond (ie a zip code that is one digit off).

· (A)(4)(c):  There must be a standard for what is “blatantly false” or “wilfully” inaccurate.

· Registries should not be subject to the 3-strike policy since they have no direct relationship with the registrant.

· Fines for registrars:  should be $250 per ICANN letter showing a pattern, not per name.

· This will result in less administrative upkeep for ICANN as well as be punitive for registrars who show a lack of willingness to comply with accuracies standards.

· Filtering mechanisms are extremely expensive, will significantly slow down the speed at which SRS transactions take place and put strains on the registry system, making (A)(4)(a) a virtual impossibility.

· Suggestions in this by this WG will have significant impact on registrars and registries – to the extent that such impacts are significant, registry/registrar fees will need to be raised.

· Thus, there needs to be a weighing of suggested changes against increased costs for users.

· (A)(4) generally:  Procedures suggested seem very customer unfriendly – no attempt to contact registrant before cancellation, no waiting period, requiring documentary proof of accuracy of new data submitted.

· Also could involve very expensive and manual processes.

· (A)(4)(e):  This is a difficult one given truly false registrations by bad actors.  For example, there is the registration of neulevel.biz made in the name of Afilias.  Under this policy, Afilias would lose all of its registrations.

· Generally on section (B):  it should be made clear that the issue here is “documented inaccuracies” where there is recurring patterns/practices of non-compliance by a registrar previously identified and communicated to such registrar by ICANN.

· ICANN has no relationship or authority with “intermediaries and agents” of registrars lumping them in with Registrars does not seem to work – how can sanctions apply to resellers?

· General comment on fines:  consider whether lower fines are acceptable, taking into account smaller registrars for whom $1000/$500 is extremely painful.

· Threat of suspension or de-accreditation should provide sufficient dis-incentive for leaving inaccurate Whois information as is.

· See more particularly mark up of sanctions section.

· How would registrars validate all Whois data upon renewal?  Feasible without significant increased costs to registrars?

· Is benefit gained worth the increased costs?

· Question as to who represented privacy interests on this WG.

· Question whether enforcement of accuracy is achievable at all – it may not be.  

· A committee should be convened as to the feasibility of these recommendations before moving forward in this policy discussion.

Working Group 2:  Uniformity and Consistency

· What kind of action is proposed against registrars that omit Whois data elements/present Whois data in irregular format?

· That ICANN should encourage registries not now using the thick registry model to migrate to it is out of bounds for the Whois task force.

· Could be a leap of faith not based on fact – if the TF is going to make such a conclusion, it should provide statistical evidence to back it up.

· Question whether it makes sense to mix the policy and technical aspects of Whois by involving CRISP.

Working Group 3:  Searchability

· Better searchability could have the unintended effect of making it easier for spammers to spam.

· While uniformity of data elements and formats across TLDs might be in the interests of users, progress toward uniformity should also take into consideration two important factors:  
· protections against increased opportunities for data miners, and 
· expanding options for protecting personal privacy.  
· Enhanced uniformity would likely give rise to easier access to the data by data miners and would likely diminish individual personal privacy.
Working Group 4:  Bulk Access/Marketing

· Biggest problem with bulk access is the inability to enforce requirements.

· If conditions are virtually unenforceable, then nothing is gained by making changes except possibly creating a false sense of accomplishment and increasing costs.

· Who decides what is “legitimate” use of bulk data?

· Basing bulk Whois access on registrar costs is socialistic – it is a terrible idea.

· Suspicions are not warranted - $10,000 per year is not nearly enough money to incentivize registrars to sell their customer information.

· Answer to Question __ is no.

· 3.6.6.3 commentary needs to be made clear that registrars do not need bulk access to Whois data to market to its own customers and that this provision deals more specifically with registrars making available their Whois databases to third parties for marketing purposes.

· 3.6.6.4:  If there is no way to enforce this clause, it is meaningless.

· 3.6.6.6:  How can a registrar determine definitely that Whois data was being used for improper marketing purposes?  We don’t think it could be done in most cases.  

Appendix 1

Specific Comments from Registries

From Chuck Gomes:

Regarding #1:
 

 One key issue is missing: is it really realistic to enforce accuracy of data requirements?  In some countries/regions, it may be but it many parts of the world it may be impossible.  Before making recommendations like this, the committee should decide whether such recommendations are even achieveable.  Even with great expense, it may not be possible.

 
Regarding #3:
 

Better searchability can have the unintended result of making it easier for speculators to spam Whois.  That can have significant operational impact on registries and registrars.
 

Regarding #4:
 

How do you enforce it?
 

Chuck
 

In addition to the comments below [ABOVE], I am curious how other registries feel about the requirements for bulk Whois access.  It seems likely that bulk Whois is being terribly abused by spammers.  Even though that would violate the usage restrictions for bulk Whois, it seems almost impossible to enforce.
 

Chuck

Team 1:

Who on this team represents privacy interests? In reading through the

document, I find it difficult to believe that anyone was involved

representing privacy interests.  Regardless, there needs to be much more

attention give to privacy issues before this can be viewed as a valid

effort.  Right now, it looks like a focus on IP interests only and they

could care less about privacy.  As I have said before, it will probably

never be possible to solve Whois accuracy problems until the issue of

privacy is dealt with.

Lots of suggestions are made that have cost impacts on registrars and

registries.  It should be made clear that to the extent such impacts are

significant, registrar/registries fees should be raised.  That then means

that the benefits of the suggested changes should be weighed against the

increased costs for users.

(A)(4) - The procedures suggested here seem to be very 'customer unfriendly'

(e.g., no attempt to contact the registrant before cancellation, not waiting

15 days, requiring documentary proof of accuracy of new data submitted).

They also could involve expensive manual processes for registrars and thick

registries.  Also, "treating a complaint about false Whois data as to one

registration as a complaint about false Whois data as to all registrations

that contain identical contact data" won't work in all cases; for example,

consider the case where registrant X puts contact Y's data without Y's

permission - it does not follow that everywhere Y's contact data is used is

invalid.

(B) Graduated Sanctions - "3 Strikes Policy":

ICANN has no contractual relationship and hence no authority with

"intermediaries and agents" of registrars so it is not lumping them in with

"ICANN-accredited Registrars" does not seem to work.  It is true than

registrars can flow down ICANN requirements to resellers but the language

used does not seem to present it that way.  For example, how could sanctions

be applied to resellers?

Strike Two:

Does this apply only to specific names identified as having inaccurate data

or to all names registered by a registrar? If it is the former, it might be

okay.  If it is the latter, it could be very problematic.  Assume that

Registrar A has 1M registrations and 100 have been identified to have bad

Whois data.  It is quite possible, in fact probable, that after fixing the

100 names, another one could be found, especially considering the high

number of names in the Registrar.

(C)(1) How would registrars validate all Whois data upon renewal?  Is this

really feasible without significant increases to registrar costs?  Is the

benefit gained worth the increased costs?

Team 2:

The conclusion is made that "uniformity/consistency problems are less

serious in gTLD registries using a 'thick registry' model."  This seems like

it could be a leap of faith not based on fact.  If the TF is going to make

that conclusion, it should provide statistical evidence to back it up.  Does

any such evidence exist?  Even assuming that the percentage of

uniformity/consistency problems is lower for thick registries, there are

many other factors that could have caused this besides issues related to

thin/thick (e.g., newness of the TLDs, small number of registrants, fewer

names being used for websites/email, etc.).  At most, this task force should

only deal with thick vs. thin registries as it relates to Whois issues.  The

evaluation of thick vs. thin is a task that should be dealt with in other

forums and it needs to consider many more factors besides impacts on Whois.

I think we will have a lot more data on this in the next couple of years.

D. Marketing of Whois data; bulk access provisions:

By far the biggest problem with Whois bulk access, as it exists today and as

proposed by the TF team, is the inability to enforce requirements.

Regardless of how noble the intentions might be, if the conditions are

virtually unenforceable, then nothing is gained by making changes except

possibly creating a false sense of accomplishment and increasing costs.  How

would registries/registrars actually determine whether a party had

"legitimate" purposes for bulk Whois data? Who would decide what is

"legitimate?"

Section 3.3.6.1 - The 3rd question refers to "an accreditation regime."

What is that?

Section 3.3.6.2 - Basing bulk Whois access on registrar costs sounds pretty

socialistic to me.  Does this mean that registrars would have to reveal

their proprietary cost information to ICANN?  I think that would be a

terrible idea just like it would be if we as registries had to do the same.

Besides, I don't think the suspicions are warranted.  $10K per year is not

near enough money to incent registrars to sell their customer information.

The root problem is not the fee but rather the idea of forcing businesses to

give their customer information away.  My answer to question 5 is "NO."

Section 3.3.6.3 - "This provision, by its own terms, allows registrars to

sell rights to use their Whois databases for purposes of unsolicitied, mass

marketing."  It is not at all clear to me that the provision does this.

Registrars do not need Whois data for their own customers.  Marketing of

their own customers should be between them and their customers.  The TF

comments on this clause do not make any sense to me.

Section 3.3.6.4 - Is there anyway that this clause could be enforced?  I

don't think so.  So it is meaningless.

Section 3.3.6.6 - How could a registrar determine definitely that Whois data

was being used for improper marketing purposes?  I don't think it could be

done in most cases.

Appendix A:

3.3.6.1 - Anyone can articulate a "legitimate" need whether it exists or not

so what is gained by requiring it? Nothing.

3.3.6.2 - Registrar costs are their own proprietary information.  The task

force should focus on policy not the costs of running businesses.

From Susan Crawford:

Hi --
I looked closely at Karen's comments on the Metalitz paper (the first attachment to Karen's whois message), and I agree with what she has said. 
There is a great risk of abuse in the complaint process, it seems to me - anyone could turn in someone with not-very-inaccurate-information and subject them to the risk of losing their name. Shouldn't the sanction of quick loss of the name be limited to wilfull, facially inaccurate information (like Mickey Mouse)? and notice plus fifteen days be given to those people? and longer notice be given for all others? 15 days seems very short for a one-digit-off zip code. 
Could we suggest a process for abusive complainers? make sure that THEY have to give accurate contact information in order to be allowed to complain? can't complain anonymously?
Karen is right that registries shouldn't be subject to the 3 strike policy (and, indeed, that this is a registrar issue in general), and we should be fighting this in every forum.
Fines for registrars -- should be $250 per ICANN letter showing a pattern, not per each name. This isn't clear in the draft. Those copyright guys will go after fines for every single name, and that will be very difficult for registrars -- will mean, in effect, that registrars will be punished for having multiple customers.
Best regards.
Susan
Comments of Jeff Neuman are incorporated into the drafts themselves.
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Mark-ups

Attached as separate document.

