
C.  Improved Searchability of WHOIS Databases.

The Task-Force Survey covered three kinds of improved searchability:

(A) Centralized public access to WHOIS databases on a per-TLD level,

(B) The use of data elements different from the domain name as query keys, and,

(C) the provision of still more advanced database query capabilities and centralized search services across Top Level Domains, including Country Code TLDs.

Our Survey indicates that, among respondents, there is significant demand and support for all of these services
.  In addition, the Task Force noticed many are very concerned about privacy issues related to whois searchability.  It is based upon these criteria that data was gathered from the survey
 and outside sources.

The current policy environment supports what our Task Force recommends; but is not being enforced.  Our report explores short and long term solutions to foster development of an open source standards based mechanism for centralized access which allows several querable elements, restricts output to desired information only, and searches on a per TLD level for now with more robust capabilities in the nearest future.

A. Centralized Public Access (per TLD)

The existing gTLD registry agreements provide for access to each registrar’s database via a so-called WHOIS service and specifically contemplate the possibility of a distributed cross-registrar Whois service in section II F.4 as follows:

4. Registrar shall abide by any ICANN-adopted Policy that requires registrars to cooperatively implement a distributed capability that provides query-based Whois search functionality across all registrars. If the Whois service implemented by registrars does not in a reasonable time provide reasonably robust, reliable, and convenient access to accurate and up-to-date data, the Registrar shall abide by any ICANN-adopted Policy requiring Registrar, if reasonably determined by ICANN to be necessary (considering such possibilities as remedial action by specific registrars), to supply data from Registrar's database to facilitate the development of a centralized Whois database for the purpose of providing comprehensive Registrar Whois search capability.

Due to the nature of the WHOIS protocol
 and the express usage of port 43 current searches in the gTLDs will mostly give a universal result.   Even most cc-TLDs use a standardized format and address for searches, (to query port 43 from the command line:  <domain>@whois.nic.<(cc)tld>).

Output varies greatly per TLD. Consideration should be given to developing a means of meeting the stated desire of the survey respondents for centralized access to Whois data on a per TLD basis, including standardization of format and data output.

B. Additional Query Keys

The first provision of Section II F. includes a mandate for registrars provision of “an interactive web page and a port 43 Whois service providing free public query-based access to up-to-date (i.e. updated at least daily) data concerning all active SLD registrations sponsored by Registrar in the registry for the .com, .net, and .org TLDs.”  In addition this provision includes information about accessability of many data elements
.  We do not suggest enforcing all elements be made into query keys. 

Data Elements Recommended for Searches:

(0) Domain Name)

(1) Registrant Name

(2) Technical Contact Name or Handle

(3) Administrative Contact Name or Handle

(4) Primary Name Server or IP Address

(5) Secondary Name Server or IP Address

The result of combining centralized access on a per-TLD basis and the use of other data elements as search keys, would be a restoration of the InterNIC WHOIS status quo ante. As such it may be considered part of the current policy environment; however, provisions for this are not being enforced.

Enhanced searchability is currently being implemented by at least some of the new gTLD registries in accordance with their accreditation agreements (see, e.g., http://www.nic.info/whois_search/; http://www.whois.biz/). 

The Task Force recommends an exploration of how to ensure these data elements are made available for searches across the gTLDs.  We do not suggest all data contained in the whois record be returned for each and every inquiry; we recommend only the necessary data be returned.

Reducing the query requests and responses to pertinent information only would improve current searchability.  From a cost perspective, asking more specific questions results in less bandwidth and processor time being used.  

C. Advanced Queries, Centralized Searches (all TLDs)

The more advanced services described under (3) do not exist currently on a broad scale.  Services offering advanced queries are provided for, however, in the new TLD environment.  

For example, the .biz registry agreement provides that it “will provide multiple responses to queries and allow sub-string and boolean searches.”  Such functionality may be seen in its advanced Whois service, available at https://www.whobiz.biz/whobiz/whoZilla_Main.jsp?linksource.  

The .info registry agreement similarly provides that it will develop an enhanced Whois service that will include “An interface to the Whois database that will permit interested third parties to conduct enhanced Whois searches using Boolean and character string technologies.”

The .com registry agreement includes appendix W
 which provides for the development of a universal WHOIS service (uWHO
). Verisign is working with the IETF to develop a new Cross Registry Information Service Protocol (a.k.a. CRISP
) to improve or replace port 43 access to WHOIS data.

This new CRISP protocol attempts to define methods by which the directory services of domain registries and the common base requirements for extending the use of these services for other types of Internet registries.  Although CRISP is not a centralized repository for Whois data, upon adoption by registries and registrars, it would enable Centralized Public Access by formalizing a uniform interface to the WHOIS data, aiding the Task Force's focus on Uniformity and Consistency.  

CRISP, upon adoption, may provide new ability for role-based access to WHOIS information (for example, the Technical Contact level might permit access to information relevant to networking, while the Billing Contact level might permit access to information relevant to the needs of finance, and so on).

CRISP may take many years to develop, implement and be universally adopted
, and is unlikely to be available as a short-term solution. In the long run, however, it may help to address many of the concerns with respect to a universally searchable Whois service.

The Task Force recommends to all interested parties to participate in the IETF process, in order to provide sufficient guidance to ensure that WHOIS in the future can be uniformly accessible and searchable.

The Task Force does not recommend any policy changes at this time.  We recommend the implementation of and demand for advanced Whois services be monitored in the new TLD environment.  We also suggest ICANN explore how best to develop and implement swiftly a plan for cross-registry Whois services, including third party search services, based on bulk access to WHOIS data.

D. Recommendations

Searchability can be improved by:

(1)
Developing a mechanism for centralized access to Whois data,

(2)
Allowing more fields for queries, and, 

(3)
Restricting output for each query to the desired information only.

E. End Notes

� survey responses to questions:  5, 8, 9, 10, 12, and 14.


� appendix W:  http://uwho.verisignlabs.com/com.html


� uWho:  http://uwho.verisignlabs.com/


� CRISP:  http://www.ietf.org/html.charters/crisp-charter.html





� Q.5:  the most chosen purpose of whois is by %.


Q.8a:  adequate, inadequate, unnecessary data elements


   8.1  %


   8.2  %


Q.9:  


   Valueless


   Essential


   Desirable


Q.10:  % want searches on data elements other than domain name.


Q.12:  % want same searchability for ccTLD environment.


Q.14:  % support centralized public access to WHOIS,


   14a  % support across .com/.net/.org


   14b  % support across all gTLDs (including new TLDs)


   14c  % support across all TLDs (including ccTLDs)


Q.15:  % want _____ to pay for these services.





� After the initial institution of the WHOIS Request for Comment (RFC), several plans were instituted to make whois a better tool.  So far this has resulted in RFC 812’s enhancement, 954; then the development of WHOIS++, RWhois,  uWho (Universal Whois) and it’s Cross Registry Information Service Protocol  (CRISP) .  References:  


Whois RFC 0812:  http://www.ietf.org/rfc/rfc0812.txt?number=0812


Whois RFC 0954:  http://www.ietf.org/rfc/rfc0954.txt?number=0954


Whois++:  � HYPERLINK "http://www.ietf.org/rfc/rfc1835.txt?number=1835" ��http://www.ietf.org/rfc/rfc1835.txt?number=1835�


Whois++:  � HYPERLINK "http://www.ietf.org/rfc/rfc1913.txt?number=1913" ��http://www.ietf.org/rfc/rfc1913.txt?number=1913�


Whois++:  � HYPERLINK "http://www.ietf.org/rfc/rfc1914.txt?number=1" ��http://www.ietf.org/rfc/rfc1914.txt?number=1�914


RWhois:  http://www.ietf.org/rfc/rfc2167.txt?number=2167


uWho:  http://uwho.verisignlabs.com/


CRISP:  http://www.ietf.org/html.charters/crisp-charter.html


The most recent RFC on WHOIS is available at � HYPERLINK "http://www.rfc.org.uk/rfc/search.ietf.org/internet-drafts-back/draft-campbell-whois-00.txt" ��http://www.rfc.org.uk/rfc/search.ietf.org/internet-drafts-back/draft-campbell-whois-00.txt�.





� II.F.1. At its expense, Registrar shall provide an interactive web page and a port 43 Whois service providing free public query-based access to up-to-date (i.e. updated at least daily) data concerning all active SLD registrations sponsored by Registrar in the registry for the .com, .net, and .org TLDs.  The data accessible shall consist of elements that are designated from time to time according to an ICANN-adopted policy. Until ICANN otherwise specifies by means of an ICANN-adopted policy, this data shall consist of the following elements as contained in Registrar's database:


	a. The name of the SLD being registered and the TLD for which registration is 		     being requested;


	b. The IP addresses of the primary nameserver and secondary nameserver(s) 		     for the SLD;


	c. The corresponding names of those nameservers;


	d. The identity of Registrar (which may be provided through Registrar's 		     website);


	e. The original creation date of the registration;


	f. The expiration date of the registration;


	g. The name and postal address of the SLD holder;


	h. The name, postal address, e-mail address, voice telephone number, and 		     (where available) fax number of the technical contact for the SLD; and


	i.  The name, postal address, e-mail address, voice telephone number, and 		     (where available) fax number of the administrative contact for theSLD.


The Registrar Accredidation Agreement may be viewed in full at http://www.icann.org/nsi/icann-raa-04nov99.htm#IIF1#IIF1





� � HYPERLINK "http://www.ietf.org/html.charters/crisp-charter.html" ���see i. above.
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