WHOIS TASK FORCE

Teleconference AUGUST 12, 2002

Attendees:

BC - Marilyn Cade – co-chair

ISPCP - Tony Harris – co-chair

IPC – Laurence Djolakian

IPC – Steve Metalitz

Registry - Karen Elizaga

Non-Comm -Sarah Andrews

BC - Troy Dow

Registrars – Philipp Grabensee

Registrars – Ken Stubbs

Registrars – Tim Denton

Registry – Rom Mohan

GA -  Abel Wisman

BC - Bret Fausett

GA – Thomas Roessler

DNSO Secretariat – Glen de Saint Géry

Guests:

Andrew McLaughlin  - V.P., Chief Policy Officer, ICANN, 

Becky Burr -  outside counsel to .name. 

The co-Chairs welcomed the two guests, Becky Burr, outside counsel to .name and Andrew McLaughlin V.P., and Chief Policy Officer, ICANN. Andrew has agreed to ongoing participation and support to the TF, and has been added to the listserv. His role is still evolving; he will be on future calls. 

The co-chairs briefly reviewed the agenda:

1. Presentations from Becky Burr and Karen Elizaga on the. Name WHOIS proposal

2. http://www.dnso.org/dnso/notes/Whois_Proposal_080802.pdf
3. Andrew McLaughlin’s WHOIS overview presented in Bucharest

4. http://www.dnso.org/dnso/notes/20020628Bucharest_whois_ajm.ppt
5. Draft concepts for further outreach

6. Creating work groups to take the recommendations to the next step

7. Review the timelines.

Presentation from. Name on WHOIS:

Becky Burr and Karen Elizaga took the task force through the .name WHOIS proposal

http://www.dnso.org/dnso/notes/Whois_Proposal_080802.pdf 
saying that the biggest challenges arose from the fact that Global Name Registry is a UK  based company and subject to the requirements of the UK’s Data Protection Act 1998 registrants’ telephone numbers and addresses had to be protected  on a Public WHOIS without taking draconian measures.

The uniqueness of .name was emphasised as an individual space for individuals/families to share personal information rather than engage in commercialise activities.

Two issues were highlighted:

· although name and email address is suppressed in the registrant information, technical, administrative and billing contact information continue to be required

· Corporate entities negotiating partnerships also have concerns. [The nature of these concerns was not discussed in detail]. 

.

The co-chairs then opened the session to Questions/discussions:

Ken Stubbs: need more elaboration on the type of protection and felt that it had to be strengthened, “put more teeth into it”.

B. Burr:  the traditional techniques and sophisticated management as well as forcibility is used if there is a violation of the database. By signing up to look for data there are tracks left. 

Ken: concern about Spam and said that he would like to have assurances that it is operated on more than individual representation and expressed concern about opening access on a representation.

B. Burr: representation there is an agreement not to use the data in a way that is prohibited and that fees are a step further for GNR to enforce it.  GNR will be aggressive towards Spam.

Philipp Grabensee: Since the main purpose is to be in compliance with UK and European data base protection guidelines problems arise in:

- content

- access

- transfer of data from “safe countries” to “non safe countries”.

B. Burr: Data can be transferred anywhere in the world and if transferred to countries without adequate protection it should be transferred under certain conditions that provide adequate protection for the data.  This is a major concern of data protection authorities and there is no actual mechanism to limit data transfer, but it could fall under the contractual agreement provided by the EC Data Protection Directive.

Thomas Roessler: From the proposal, the “detailed WHOIS” is accessible to everyone willing to pay the fee, but who has access to the “extensive WHOIS”?

B.Burr: 
The difference between the two is the amount of information available and the person who enters into a contract will have access to more information.

Thomas Roessler: 
1. Why should one want to go into detailed mode access, what is it needed for?

2. Users as third party beneficiaries.  Contract between GNR and other users, GNR would be liable to user.

Suggestion: include end users as third party beneficiaries as part of the contract   but to weight that part of the agreement for public authorities who enter into the agreement so that 

· if a data base user would be a private entity and would enter into the agreement, they would enter as a third party beneficiary

· if a data base user would be a public entity entering into the agreement there would be no third party beneficiary

B.Burr: Anyone who is regular user and expects access would take the advantage of the extensive agreement.

With the third party beneficiary two things should be kept in mind:

In the UK this data is not at the level of sensitivity which would require this and if a third party beneficiary liability were to be introduced it would slow down the process of bringing privacy protection to individual users on the internet.

A balance should be maintained between security for individuals without impossible barriers for business.

Steve Metalitz: agrees that third party beneficiaries are complicated.  All the contracts that govern WHOIS and other issues dealing with Registrar, Registry and ICANN rule out third party beneficiaries. It would initiate complications. Does not think that it is necessary to extend third party rights to Registrants.

WHOIS access governed on a contractual basis would be an innovation. 

What would the reaction be to law enforcement agents or government officials who want access to WHOIS information to enter into a contractual agreement?

B.Burr: We have spoken to a number of law enforcement agents, from a consumer protection perspective to the FBI to the Department of Justice and there is an extent of agreement for consumer protection in the US.  Certain conditions would be necessary when entering into contracts with Governments and these can only enter into contracts governed by the laws of the country so there would have to be provisions to be flexible.  There is some hope that additional privacy access will give support to requiring more accurate data—meaning people don’t use false information to avoid contact for other purposes. 

Sarah Andrews: Individuals can get access to request made on a name and under what circumstances? 

Becky Burr: Right to ask about searches made on your name and that would be provided but law enforcement would be notified in advance that the requests have been received, and able to decline to have identity of searchers known. Could interfere with legitimate investigations, etc. 

Ken Stubbs: How would you determine from a qualitative aspect when to make the decision?  Are there any benchmarks for disclosure.

B.Burr: Certain categories of users would want to be notified of every request and want the right to refuse it.

2 ways to do this:

· investigate every ID recipient and decide if it was legitimate

· the facts that you have brought by the request is another fact that will be maintained and if there was misuse or abuse it could be traced.

A balance is necessary between a foolproof system and a system that creates possibilities.

Marilyn Cade: Seems to me that .name has a business problem - in an effort to be in compliance with the UK law that would govern information access and transfer. That seems to be clear and .name’s approaches are clearly focused on those issues.

The second point being discussed is to provide to the registrant information about who has done a WHOIS request.  This is not actually provided by the data base privacy laws. Or is it?

B.Burr:  If you have legitimate reasons to make information available, general data protection laws would take the privacy of the person into consideration.  If you disclose information about somebody else, data protection laws would not require you to make disclosure.  You cannot disclosure information about the searcher.

Marilyn Cade: Have a second question which is really a feasibility issue re charging. Many countries do not have credit cards readily available. Other issues of alternative payment systems – still very immature – exist. Aware from other activities that credit cards have minimum charges.  Question about paying a $2 fee.  Is this really feasible? Processing costs by credit card companies are often greater. 

B.Burr:  The level of charges has not been discussed with credit card companies and  an alternate payment scheme may be more appropriate.

Marilyn Cade: If the subscription service today is not fee based, would it have a future costs? Will raise concerns in trademark community/ISP/business/non-commercial users, I believe. Should hear from those communities. 

B.Burr:  Change to the fee structure would have to be approved by ICANN as a modification to the contract between ICANN and GNR.

Marilyn Cade: .name is a unique space, different characteristics, qualifications as to who can register, ability to challenge if it is not an individual all seems to be a carve out for a very unique space.

Marilyn Cade: Important to understand that although unique space, need to ask other members of the group about the flash back opportunity, the unique data access and whether this access for personal space will have consequences for other open generic TLDs.

Steve Metalitz commented that it was intended for use by individuals however, there could be a precedent situation for other TLDs. Important to avoid that. 

B.Burr:  said that it was meant for registrations for personal purposes.  Unique in .name is that it is situated in the UK and subject to the UK private laws while other open gTLDs don’t have this issue.

Thomas Roessler commented on private protection for those who perform searches and stated that in the European Union regulations about information and what should be given in the case of transfers and the use of data clearly state that individuals have the right to know who is using the data and to whom it is being transferred for what purposes.

There are exceptions and he questioned if all the exceptions were taken into account under European Law.

Marilyn Cade thanked Becky Burr for her valuable participation and time she gave to the Task Force.

B. Burr:  thanked the Task Force for allowing her to participate and  left the call at 12:05

Co-chairs:  returned to the next agenda item and asked Andrew McLaughlin  to sum up the Bucharest presentation:
http://www.dnso.org/dnso/notes/20020628Bucharest_whois_ajm.ppt
Andrew McLaughlin  said that the purpose of the presentation at the session in Bucharest, well attended by Board Members, was to prepare them for the coming months and in Shanghai.

He tried to encapsulate a simple point that the issues being dealt with are very complicated.

Two real world examples of the WHOIS issues were: 

 .name presentation 

a presentation made by the OECD to showing a well documented case what goes wrong for users who try and solve problems when data is free and not accurate.

Co-chairs thanked Andrew for the presentation and his participation.

Agenda Item: Recommendations requiring policy changes:

The  identified areas:

· Accuracy

· Uniformity and consistency

· Searchability

· Market resale and bulk access

Question to Andrew McLaughlin: For comment now for next call:

Where does ICANN have policies in these areas already and what are they?

1. Accuracy:

Registrars agreement have provisions for accuracy and the question is how to get them enforced and implemented. The TF has been discussing other alternatives, such as graduated sanctions. How to go about achieving this was discussed as at the moment the only sanction is dis-accreditation

Discussion included the role of the “thick” registry.  It was agreed that ensuring accuracy involved registrants, changing their behaviour, and improvements in the registrar interfaces to minimize errors, as well as to enable changes and updates.  

Intermediary provisions are necessary and should be worked out with the Registrars, not a policy area but contract enforcement mechanisms should be put in place.

There is a significant % of inaccuracy and if there is no response from the Registrars other mechanisms will be forced to make data accurate. Various parties are sufficiently concerned and sufficient impact is being felt that it clear that inaccuracy is a serious problem.

Steve Metalitz enquired about how ICANN processed the complaints received about  inaccurate data. 

Andrew did not know but will check with other staff.

Marilyn made the distinction between accuracy and access. She suggested that all seemed to support the need for accuracy; even if they differed on who got access, what the access was to, etc.

The TF agrees.

--

Rom Mohan reported that it was a topic at the top of the Registrars agenda.

Laurence D said that it was important to have Registrar and Registrant collaboration about inaccurate data.

Marilyn:  There are ways to build in the ability to deal with registrants; and there will have to be some methods to advise registrants of risks, remind to update when information ages/changes due to moves, staff changes, etc.

For instance, in ISP world, ISP service agreements made some behaviours on the part of the customer a reason to discontinue a service and put the responsibility on the Registrant. For instance, spam comes to mind… but providing erroneous information isn’t much of a problem when one has billing contact information. One can require correct information or not grant the service. 

Access is a different matter and should be treated so.

3. Uniformity of Data format:
Tony Harris raised to point of uniformity across the ccTLD and the gTLDs and said that world wide uniformity in the “elements” [reminded by Thomas of need to distinguish between uniformity in what elements, and uniformity in format,etc.] and that there can perhaps be more than one level of access.

There are other challenges for the ccTLDs; among the ccTLDs the problem is that not all the ccTLDs have automated WHOIS. 

[additional thoughts: Some are very small; most have national privacy laws, although it is not clear whether national privacy laws govern WHOIS in some cases. WHOIS for gTLDs may be a different issue than WHOIS for nationally governed ccTLD. ]

A desirable situation would be a model set of policies for WHOIS, mandatory for generics and voluntary for ccTLDs. The “commercial non-resident” ccTLDs are the hardest.

CcTLDs and GAC have agreed to work on a scheme of addressing ccTLD issues. Maybe need to see where this fits.

In the meantime, focus should be on gTLDs. 

3. Better searchability

The recommendations suggest that ICANN explore and implement a plan. The TF

Needs to develop further elaboration; will do in small working group.

4. Market and bulk access provisions

The recommendations are clear on concerns about resale and use of data by third parties. What about use of data by registry or registrar for unrelated marketing  purposes, loan of the list, is bulk access still needed; should bulk access resale be limited to specific kinds of non marketing uses? 

General working plan for the next steps:

The 4 areas above should be taken separately and worked on paying attention to where policy should be recommended, -- either new or changed policy needed. Need to determine where policy exists where enforcement and awareness are needed. Need to see if there are any areas where work is not policy, but is purely contractual.

Proposal: Create small working groups made up of task force members

Circulate proposed list of  small working groups/with team leader 

Tony Harris and Marilyn Cade will be ex-officio

Work:  identify and elaborate on the policy recommendations and see what needs to be done to implement policy, if policy exists, what needs to be done to change, update; if no policy, what is needed. 

Reports can be made on the calls/ drafting of a more robust recommendation document would be one of the outputs. Also use that small group to participate in each of the outreach calls so that they document and incorporate additional input into recommendations.


Marilyn and Tony to circulate email to group for adoption on next call.


Development of deadlines: More outreach from now to end of September, but  Conclude draft by  second – third  week in September for posting again.

Outreach: 

outreach to law enforcement, USG, EU commission

Verisign for update on WHOIS project 

Registrars

Public Comment process

Meeting ended at 1:10 pm EST

