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Possible WHOIS Recommendations

Thomas Roessler

The Task Force's report identifies four regions of concern:

· Accuracy of the data contained in the WHOIS database.

· Uniformity of data formats and elements across various TLDs and registrars, including ccTLDs.

· Better searchability.

· Better protection of data subjects from marketing use of the data contained in the WHOIS database.

A generally high level of satisfaction was found with respect to current data elements in the traditional gTLD environment (.com/.net/.org).  The present document tries to explore possible approaches to address the issues identified, and to identify the interests affected by them.

1. Accuracy of data contained in the WHOIS database.  The current Registrar Accreditation Agreement
 (RAA), section 3.7.7.1, requires registered name holders to provide to their registrars "accurate and reliable contact details."  According to 3.7.2, the "willful provision of inaccurate or unreliable information" or the failure to respond to inquiries on the accuracy in a timely manner  "shall constitute a material breach of the [...] contract and be a basis for cancellation of the Registered Name registration."  ICANN has recently called registrars' attention to these provisions, by issuing an advisory
 concerning WHOIS data accuracy.

The Task Force believes that the approach of actually enforcing the existing contractual provisions with respect to WHOIS data accuracy adequately addresses the accuracy concerns found.

2. Uniformity of data formats and elements across various TLDs and registrars, including ccTLDs.  Currently, whois data elements are , in theory,uniform across  gTLDs. They are not uniform across country-code top level domains. There is currently no uniform format for the responses provided by registrars' and registries' WHOIS services.

The Task Force believes that the questions of uniform data formats and uniformity of data elements need to be discussed and handled separately:  

As far as data formats are concerned, an open technical standardization process building on the work of ICANN's earlier .com/.net/.org WHOIS Committee
 should be undertaken. The committee recommended in early 2001 that a standard Whois format should be phased in as expeditiously as possible that does not rely on TCP port 43, such as the XML-based format, which is described in detail in the Internet draft 'Whois Export and Exchange Format' of January 26, 2001.

The present Task Force believes that the use of such a uniform data format across gTLD and ccTLD environments should be evaluated in the future.  The survey data  evaluated by the Task Force indicate that there is considerable support for such uniformity among the respondents to the questionnaire.

Uniformity of data elements across TLDs, while found desirable by an extremely strong majority of respondents to the Task Force's survey
, can be expected to lead to conflicting views caused by national or regional cultural and legal differences with respect to registrants' privacy rights.  The Task Force believes that this topic should be the subject of separate deliberations.  These deliberations should take into account specific aspects of some of the TLD environments.   Public interest concerns should be taken into account in an appropriate manner.

3. Better searchability of WHOIS databases.  The Task Force's Survey
 indicates that, among respondents, there is demand for more advanced searching possibilities of WHOIS data.  In the current policy setting, such services are neither allowed, nor specifically forbidden.  Indeed, they could be implemented as third party services, based on Bulk Access to WHOIS data.
 The survey also revealed that many of those who demand such services believe that the services should be free for users, and should be paid for as part of registration fees.  The Task Force is not convinced that ICANN should mandate registrars and registries to provide such advanced WHOIS search services. Instead, the Task Force believes that a market-based approach based on bulk access to WHOIS data should be further explored.

4. Marketing use of WHOIS data; bulk access provisions. The survey undertaken by the Task Force strongly suggests
 that respondents generally do not accept the use of their personal information contained in the WHOIS database for unsolicited marketing activities. Respondents also generally preferred opt-in approaches to such marketing use over opt-out approaches (like the one envisioned by section 3.3.6.6 of the current RAA).

Based on these results, the Task Force recommends a review of the current bulk access provisions of the Registrar Accreditation Agreement.  Such review should explore the option to reduce registrars' discretion in the design of their respective bulk access agreements, in favor of stronger privacy protection for registrants, and stronger restrictions on marketing use of WHOIS data.  In particular, the following possible changes should be examined more closely:

· The policy could attempt to ensure that protection mechanisms can't be circumvented by third parties selling indirect access to bulk data.  This could, for instance, be accomplished by changing "may require" in section 3.3.6.5 to "shall require."  It could also be accomplished by requiring bulk access  users to impose conditions on the use of their products and services which are similar to the ones in ICANN's policy.

· Sections 3.3.6.3 and 3.3.6.6 could be simplified and unified.  Marketing use of registrants' data outside existing business relationships could depend on the user's prior agreement ("opt-in"). Further complexity is introduced with respect to this issue by the perspective that such a provision would most likely only apply to natural persons' personal information stored in the database.

��HYPERLINK "http://www.icann.org/registrars/ra-agreement-17may01.htm"��http://www.icann.org/registrars/ra-agreement-17may01.htm� 


��HYPERLINK "http://www.icann.org/announcements/advisory-10may02.htm"��http://www.icann.org/announcements/advisory-10may02.htm� 


��HYPERLINK "http://www.icann.org/committees/whois/"��http://www.icann.org/committees/whois/�.  


�See results of the evaluation of question 13 of the survey.


�See results of the evaluation of question 12 of the survey.


�See results of the evaluation of question 10 of the survey.


�See RAA, 3.3.6.


�See evaluation of questions 16, 17 of the survey.
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