Resale/Marketing and Bulk Access (qq. 16, 17)

By Kristy McKee, Thomas Roessler, Abel Wisman, and Sarah Andrews

(General Assembly, Non Commercial)

A   Summary

Based on our preliminary analysis, the Task Force believes cross-category consensus among respondents can be identified with respect to the following points:

· When asked whether registrars should be allowed to engage in resale or marketing use of WHOIS data, respondents appear to favor opt-in policies, or not allowing such use at all, over opt-out policies or unconditionally allowing such use.

· Respondents appear to agree that current bulk access provisions should be maintained in the gTLD environment, and that they should be extended to apply to other TLDs.

As opposed to these clear, but contradictory signals, there is a  strong signal of indecision when respondents were asked whether or not to change the bulk access provisions.  Free-form responses of those who suggested a change mirror the results from the "resale and marketing" question.

Since there is at least some clear evidence (in the responses to question 16) that the kind of third party data access policy favored by respondents appears to be different from the one currently implemented in the Registrar Accreditation Agreement, a review of that policy which keeps the survey's results in mind may be in order.

B   Questions Asked

The bulk access issue was covered by questions 16 and 17 of the survey.  For your reference, we include the questions' text:

Sale and marketing of customer data

16. Should registrars be allowed to engage in resale or marketing use of the registration contact information?

? 
Yes
??
Yes, but only with the express permission of the 
registrant (opt-in)
?
Yes, but only after the registrant had the opportunity to 
opt-out.
?
No

Bulk access/mandatory sale of customer data/manipulation and adding value to customer data

The current provisions with regard to the mandatory sale of Whois data, and uses that can be made of the data obtained through bulk access, are contained in the Registrar Accreditation Agreement at sections 3.3.6 and following
, Third Party Bulk Access to Data.

These provide for the mandatory sale of customer data on certain specific conditions.  These conditions are discussed in terms of a contract between the registrar and a third party seeking access to the data.  The data may not be used for mass unsolicited emailing, but can by inference be used for mass mailing (3.3.6.3), "other than such third party's own existing customers".  In addition, the "Registrar's access agreement shall require the third party to agree not to use the data to enable high-volume automated electronic processes that send queries or data to the systems of any Registry Operator or ICANN accredited registrar, except as reasonably necessary to register domain names or modify existing registrations". (3.3.6.4)

The agreement says that the registrar "... may enable Registered Name Holders who are individuals to elect not to have Personal Data concerning their registration available for bulk access for marketing purposes based on Registrar's 'Opt-Out' policy, and if Registrar has such a policy Registrar shall require the third party to abide by the terms of that Opt-Out policy; provided, however, that Registrar may not use such data subject to opt-out for marketing purposes in its own value-added product or service." (3.3.6.6)

The text allows the Registrar discretion

· to prohibit, or

· to permit under conditions he chooses,

the use of the registrants' data

· to condition the subsequent use of the data (3.3.6.5), and

· to have a privacy policy, or not, (3.3.6.6)

but unless the registrar takes positive steps to have a privacy policy different from the Registration Agreement, the registrant's personal data is available as the Agreement prescribes. "Personal data" refers exclusively to data about natural persons.

17. Do you think that:

a. These provisions should be maintained in the gTLD environment?

?
Yes
?
No

b. These provisions should be extended to apply to other TLDs (subject to any comments in 12)?

?
Yes
?
No

c.  As a user would you welcome information from your chosen service provider introducing you to the additional services they may be able to provide?

?
Yes
?
No

d. These provisions should be changed?

?
Yes
?
No

If so, how?

C   Method of Evaluation

The multiple choice questions were evaluated for the full set of 3035 submitted responses.  This analysis is also broken down by respondent's category (as given in question 1).


The free-form part of question 17.d was evaluated manually on a subset of the responses, as explained in the introductory chapter to this report.  The number of questionnaires actually investigated in individual categories of respondents can be found in the table below.  Note that the numbers of questionnaires looked at also includes those where respondents did not actually gave an answer to question 17.d.
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In order to derive results from the free-form answer to question 17.d the following set of "baskets" was agreed upon by the members of the task force:

· No answer








0
· No bulk access or sale of data






1
· No bulk access for marketing






2
· Opt-in before any sale or bulk access





3
· Opt-in before any sale or bulk access for marketing purposes


4
· Improve opt-out







5
· Better privacy protection






6
· Relax current restrictions






7
· Respondent did not understand question, or answered a different question

8
· Price of bulk access should be more reasonable




9
· Differentiate between Commercial & Non-Commercial users


A
· The registrant should have absolute control of their data



B
· Thick whois maintained by the Registry





C
(Note that the last five "baskets" were not present in the preliminary report, but added during a re-evaluation in June.)

Question: Should the garbage category "8" be mapped back to 0 for the sake of evaluation?  All it does is to distort the numbers.
D   Results of Evaluation






























































































































































By-category analysis of multiple-choice questions

By-category numbers of the answers given to multiple-choice questions:

Question 16

Question 16
yes
opt-out
opt-in
no
Total

commercial
28
79
389
540
1036

governmental
3
3
12
17
35

individual
23
59
374
535
991

Isp
7
15
69
142
233

non-commercial
4
36
64
96
200

not stated
1
2
11
11
25

Other
7
25
97
85
214

registrar-registry
10
17
38
62
127

Min
 
 
 
 
 

Max
 
 
 
 
 

Total
83
236
1054
1488
2861

Question 16
% yes 
% opt-out
% opt-in
% no

commercial
3%
8%
38%
52%

governmental
9%
9%
34%
49%

individual
2%
6%
38%
54%

isp
3%
6%
30%
61%

non-commercial
2%
18%
32%
48%

not stated
4%
8%
44%
44%

other
3%
12%
45%
40%

registrar-registry
8%
13%
30%
49%

Min
2%
6%
30%
40%

Max
9%
18%
45%
61%

Total
3%
8%
37%
52%

Question 16
% opt-in/no
% opt-out/yes

commercial
90%
10%

governmental
83%
17%

individual
92%
8%

isp
91%
9%

non-commercial
80%
20%

not stated
88%
12%

other
85%
15%

registrar-registry
79%
21%

Min
79%
8%

Max
92%
21%

Total
89%
11%

For question 16, a by-category tabulation shows that individuals participating in the survey had the strongest demand for opt-in or stricter protection of their data (answers "opt-in" or "no"), with 92%.  This desire was lowest in the non-commercial category of survey participants, where 80% demanded such protection. Opt-out approaches were most popular with non-commercial respondents (18%), and most unpopular with individual and ISP participants in the survey (6%).  Permitting marketing and sales (the "yes" answer to this question) was most popular among governmental participants (9%), and most unpopular among non-commercial and individual participants.

Question 17.a

Question 17.a
yes
no
Total
% yes
% no

commercial
600
290
890
67%
33%

governmental
19
8
27
70%
30%

individual
564
305
869
65%
35%

isp
144
79
223
65%
35%

non-commercial
122
61
183
67%
33%

not stated
13
8
21
62%
38%

other
118
68
186
63%
37%

registrar-registry
85
31
116
73%
27%

Min
 
 
 
62%
27%

Max
 
 
 
73%
38%

Total
1665
850
2515
66%
34%

Between 62% and 73% of respondents suggest that bulk access provisions should be maintained in the gTLD environment.  This demand is strongest in the registrar-registry communities, and weakest with participants from the "not stated" category.

Question 17.b

Question 17.b
yes
no
Total
% yes
% no

commercial
580
298
878
66%
34%

governmental
17
9
26
65%
35%

individual
550
307
857
64%
36%

isp
138
79
217
64%
36%

non-commercial
112
69
181
62%
38%

not stated
14
7
21
67%
33%

other
120
61
181
66%
34%

registrar-registry
80
32
112
71%
29%

Min
 
 
 
62%
29%

Max
 
 
 
71%
38%

Total
1611
862
2473
65%
35%

Between 62% and 71% of respondents suggest that bulk access provisions should be extended to apply to other TLDs.  This demand is strongest with the registrar-registry communities, and weakest with the non-commercials.

Question 17.c

Question 17.c
yes
no
Total
% yes
% no

commercial
376
526
902
42%
58%

governmental
9
21
30
30%
70%

individual
359
543
902
40%
60%

isp
80
142
222
36%
64%

non-commercial
83
102
185
45%
55%

not stated
13
9
22
59%
41%

other
91
102
193
47%
53%

registrar-registry
68
44
112
61%
39%

Min
 
 
 
30%
39%

Max
 
 
 
61%
70%

Total
1079
1489
2568
42%
58%

Distribution of responses varies more than usual with this question:  The registrar-registry group of respondents states with a statistically significant majority of approximately 60% that they would welcome information from the chosen service provider.  Commercial respondents have a significant majority against receiving such material, as do governmental (70%; 60%?, individual, and ISP users.  The statistical value of the majority in the non-commercial group is questionable.

Question 17.d

For this question, results are listed including error margins, so readers can better understand where valid majorities may be constructed from the results, and where not.

Question 17.d
yes
no
Total
% yes
% no

commercial
415
415
830
50%
50%

governmental
11
16
27
41%
59%

individual
395
451
846
47%
53%

isp
104
110
214
49%
51%

non-commercial
90
87
177
51%
49%

not stated
9
10
19
47%
53%

other
100
76
176
57%
43%

registrar-registry
49
58
107
46%
54%

Min
 
 
 
41%
43%

Max
 
 
 
57%
59%

Total
1173
1223
2396
49%
51%

It does not seem possible to derive any results with strong validity from these results.  Basically, all we can say is that half of the respondents suggest a change of bulk access provisions, and half of the respondents don't.

Analysis of free-form responses to question 17.d
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Note: The table needs to be updated from q17d.xls when the final numbers are there! Also add absolute numbers and totals then. What kind of plot should we do? Note: Also include extrapolation for total respondents, for comparison with preliminary report.

Across all categories of respondents, between 62% and 82% of the answers reviewed asked for opt-in or stricter approaches to the use of WHOIS data ("baskets" 1-4).  Between 6% and 10% of  the responses reviewed specifically mentioned that marketing use of whois data should be forbidden (category 2), and less than 9% of respondents specifically suggested an opt-in approach to marketing use of their data (category 4; it should be noted that the numbers of responses are so small that a further analysis by category of respondent does not make much sense).  Improved opt-out mechanisms (cat. 5) were also suggested by less than 10% of responses.  A demand for a generally better privacy protection was found in up to 19% of responses (in the non-commercial category of respondents; note that no governmental responses were classified into this category).

Relaxing the privacy provisions was suggested by a single governmental respondent (out of a total of 10 such responses given to this question); there was also some support for this with less than 3% of commercial and individual responses.

The remaining "baskets" were only found in extremely low numbers of responses; for the sake of this analysis, these are "other" responses.  They only play a significant role in the governmental and ISP categories of respondents:   In the governmental category, there is a single response calling for a differentiated policy (see the next section for details on this); with ISPs, there is a particularly large portion of responses which could not be classified using the task force's scheme.

In order to make this result comparable to the preliminary report's results, we finally also present an extrapolation of the results found to the total set of questionnaires: Using all non-empty responses to this question as our hypothetical 100% set, 75% of responses ask for opt-in or stricter policy; of these, 13% specifically mention marketing (9% want no data access for marketing, 4% mention opt-in).  Better privacy protection is demanded in 12% of responses, while only 1% suggest a relaxation of current policy.

E Some Individual Responses

Sarah Andrews (NCDNHC)
Kristy McKee and Thomas Roessler (GA)

While members of the task force tried to classify the free-form responses received to question 17.d, several questionnaires were found particularly interesting.  Note that these questionnaires are not representative. In this section, we try to give some impression of what people have been telling us in these free-form responses.  Where appropriate and relevant, we also include comments made in response to question 20 ("final comments"). In all cases, we identify the submissions we quote from in a footnote.  Excerpts from respondents' "final comments" are also identified in footnotes.

1. Marketing use by registrar. One of the free-form comments
 (from a respondent characterizing him- or herself as a "both commercial and household" user) specifically addressed the survey's methodology, and noted that "resale" and "marketing use" of domain name registrant data should be treated in a separate way.  This respondent suggested that registrars should be allowed to market to their customers, but that resale of customer data should not be allowed.

An ISP
 respondent, on the other hand, stressed that there should be "no solicitation made into this data by anyone.  If someone is paying for a service that service does not include being harassed by the provider of that service."

2. Marketing abuse by third parties. There were several elaborate comments which focused on marketing abuse of registrant data.  Of these, one commercial respondent
 suggested that "regulation and interference in the free market should be kept to a minimum, provided that users have the technical ability to block unsolicited e-mail from appearing repeatedly."  An ISP respondent
 suggested that "a registrar should be liable for allowing whois data to be distributed in a bulk fashion when there is any chance it will be used for bulk email  (UCE)."  "Perhaps all requesting bodies should need to submit data for background checks, be able to post a bond for damages and have a waiting period before getting the data," this respondent wrote. 

Two individual respondents specifically commented on registration data's importance for technical purposes.  One of these
 suggested that "any use not required for the functioning of the worldwide DNS system should be prohibited."  The other one
 argued that "personal data serves a vital technical function," but that marketing use of personal data would be detrimental to accuracy:  "The more marketing is permitted, the less truthful registrants will be when registering.  It's a foolish and counter-productive way to raise revenue and shouldn't be permitted."  In his answer to the "general comments" question (20), this respondent reiterated that topic, stating:  "The whois database won't be very useful to law enforcement if the data is so well-publicized that everyone is forced to falsify their personal data. The interests of marketers ... are therefore antithetical to those of everyone else and we should all be aware of that."

On a related topic, a commercial respondent
 stated that "bulk access should be eliminated. It has absolutely no value to network operators." In his general comments (question 20), this respondent elaborated that "the argument that DNS 'whois' information is useful for 'internet stability' is laughable. Those of us who actually run the net rarely use DNS whois and instead use the whois associated with IP address and registration."  Another commercial respondent
 expressed a similar view, arguing that WHOIS is not a useful tool for consumer protection or law enforcement and therefore there is no justification for publishing personally identifiable information. 

3. General privacy risks from WHOIS data. Some respondents believe that personally identifiable information should not be accessible to the public at all, quoting various reasons. For instance, a commercial respondent
 who argued that whois information "should not be sold under any circumstances" (and suggested that "the whois database is not of technical concern, and therefore should not be mandated by ICANN in any manner whatsoever" in his response question 20) quoted personal harassment as the harm caused to him by accurate whois data: "The only harm caused to me was from accurate data that was used to stalk me.  My company is in my home.  The whois database was used to get my home address and telephone number from which I was harassed." Another commercial respondent
 felt "set up as a target" due to whois data.  This respondent writes: "Though I do not have many domains, I do run a site that services a 150.000 users community. And I simply run it from home. Luckily, among that crowd there is just a handful of idiots. Yet these people can simply look up my home address and home phone number. There is even a service site, that provides a map with a target dish on my address! I've been threatened and harassed many times, ..."  He concludes: "Either nobody gets on line anonymously, or we all do." One respondent identifying himself as registrar/registry
 and acknowledging that there are "valid reasons for the data to be accessible in WHOIS" frankly admitted that he had "personally altered my WHOIS records, filling them instead with incorrect data." The story behind this: " I have done this in response to a specific incident where a malicious user was trying to gain intimate information about me. I don't imagine my experience was an isolated incident."

An individual respondent
 took issue with the protection of minors' data: "I have seen many personal web site run by children and young adults and their personal address are available through whois."

Another individual
 stated that he "would like to start a website for political commentary, but can't because I fear restricted employment opportunities and threats because of WHOIS."

4. The case for a differentiated policy. A governmental respondent
 also drew particular attention:  This (institutional, we suppose) respondent noted "having access to accurate information regarding the registration of business domain names" as its primary concern, and quotes the inability of checking beneficial owners of web sites for tax law compliance as the specific damage caused by inaccurate whois data.  With respect to bulk access provisions, this respondent calls for differentiation:  "The policy needs to differentiate between individuals engaged in commercial and non-commercial activities."

A commercial respondent
 also called for a more differentiated approach to privacy of whois data: "Processes and procedures should be put in place to allow escalation in the event of illegal criminal or civil use, or technical issues relating to a domain which would allow privacy protections to be progressively voided in a minimal yet reasonable way."  Similarly, a non-commercial respondent
 argued: "I wouldn't mind if a court order or written request were required to access personal (not corporate or technical) contact information from the WHOIS database." Arguing in a similar way, a commercial respondent
, recommended a more specific restriction whereby access would only be granted upon a showing of some proper justification - "I do not believe that much of the whois data that is published for DNS registrations should be available to the public without a prior showing, involving specific and credible evidence, that there is a probable violation of some law."

5. Incomprehensible wording of policy. Some individual respondents  criticized that the current policy was hard to understand.  One of these
 writes:  "Legalese is the universal language of the dumb. Learn to write provisions in actual English so that people actually understand what their protections are! I read those terms 3 times and still am not sure of exactly every nuance. In case you're wondering, just knowing how smart I am would give you a headache, unless by some very strange quark of cross-dimensional inversion you happen to be Prof. Hawking in which case I sincerely apologize sir :P.".  Another individual
  estimates that "five different lawyers will give you five different interpretations of the current rules."

The requirement for an extremely simple policy, at least with respect to unsolicited messages, is fulfilled by the comment of one commercial respondent
: "If I want extra information sent to me in any form, I will ask for it."

6. The case for availability. Respondents to the free-form questions also talked about reasons why whois data should be publicly available.  One individual respondent
, for instance, wrote: "Privacy is often used as an excuse to develop procedures that allow misrepresentation to consumers. Protection of consumers is more important than protection of registrants in the database."  A respondent giving "other / Law firm" as its category
 simply argued that "It should be and is a public database - there is therefore no privacy issue. IP  issues are also issues concerning public/consumer interests."

A (commercial) respondent
 tried to differentiate privacy interests which may be different when individuals act on the Internet in different roles.   He writes: "As an internet user, I am sensitive to the issues of privacy while surfing the internet. I do not believe that the names & destinations of internet users should be publicly available, for resale or purposes of demographic studies without the consent of the individual user. I do believe, however, that the names and contact information for domain name registrants should be publicly available. As a user of the internet, I believe I have a right to know who's domain I am entering. I believe I have a right to know who may be infringing on my intellectual property rights." The respondent then goes on to make the analogy between a shopper (who may remain anonymous when entering an establishment), and the establishment's proprietor who has to disclose who he is.

7. Bulk access provisions, from a data user perspective. Some criticism in bulk access provisions and their enforcement was also raised from the data user's perspective.  For instance, a non-commercial respondent
 who mentioned the resolution of technical concerns as his primary concern suggested that "The price of bulk access should be fixed to a reasonable level by ICANN." 

A commercial respondent
 who gave "consumer or IP protection" as the primary concern (in response to question 6) criticized insufficient enforcement of bulk access provisions.  The respondent suggested (in response to question 14) that bulk XML files should be made available in a central repository, so that organizations could implement their own search interfaces.  In his answer to question 17.d, the respondent then describes his own experiences with the current bulk access provisions: "The current provisions provide no mechanism for enforcement of the agreement. There needs to be a clause specifying a uniform URL where a Registrar Bulk Access Agreement and pricing info is available. There also needs to be some mechanism to file a complaint to ICANN or some other enforcement agency.  The complain mechanism would have some standard policy that would be followed, including acknowledgement of the complaints. I have written several Registrar for information concerning their Bulk Access Agreement.  Many claim the data is unavailable.  Others simply ignore the request.  Correspondence with ICANN has gone unanswered.  Any agreement is virtually pointless if neither party is intested in compliance."

Issues  identified.  We summarize some possibly important issues identified by users:

· Abuse vs. accuracy: One respondent identified marketing abuse of whois data as an incentive for registrants to give inaccurate data.  A different respondent admitted that he had falsified his whois data, based on an incident in which "a malicious user was trying to gain intimate information." This may point to a possible conflict between broad availability and use of whois data on the one hand, and accuracy of the same data on the other hand.

· Privacy:  Various respondents specifically concentrated on the privacy risks with respect to individual respondents (including, possibly, minors).  Several of these responents looked for mechanisms which would protect individuals' privacy, while leaving information about businesses available and preserving the possibility to track down infringers.

· Respondents criticized ununderstandable policy.  In situations in which users are confronted with a choice between different registrars' privacy policies, it is crucially important that these policies are understandable for users - otherwise, users are unable to make an informed choice of registrar.
F   Findings and Discussion of Results

Question 16

With the exception of the "other" and "not stated" categories of respondents, prohibiting resale or marketing use is preferred over an opt-in approach to that use.  Across all categories, opt-in is in turn preferred over opt-out and a plain allowance for registrars to engage in such use.

Across categories, those who suggest opt-in or stricter protection represent between 79% and 92% of those who responded to this question.

Question 17.a

Question 17.a suggests that there is consensus across categories of respondents that bulk access provisions should be maintained in the gTLD environment.

During task force discussions, doubts were raised about how the question should be interpreted: One member understood it to mean that some kind of bulk access provisions should be maintained, while another member suggested that the question referred to the specific bulk access provisions described on the questionnaire.  However, the latter interpretation may lead to a contradiction with question 17.d. Also, it was questioned whether the analysis of the responses to this question is consistent with the results from question 16.

Question 17.b

It appears that there is consensus across categories of respondents that, whatever bulk access provisions are agreed, if any, these should be extended to other TLDs.  The same caveats as with question 17.a apply.

Question 17.c

As a preliminary finding, it can be stated that majorities of the registrar-registry (and "not-stated") groups of respondents have a tendency to welcome advertising from the chosen service provider.  On the other hand, majorities of governmental, commercial, individual, and ISP respondents stated that they would not welcome such advertising.  While there is certainly no consensus across categories, it is worth noting that majorities of most of those groups of respondents who would receive the advertising material would not welcome it, while majorities of those groups who would send out the material say that they would indeed welcome it "as a user".

Note: The gTLD constituency would like to see the fact reflected that more than one third of respondents in the commercial (42%), individual (40%), and ISP (36%) categories would welcome such advertising material.

Question 17.d

Taking error margins into account, the yes-no part of this question leads to an undecided result or to thin majorities in some of the categories.  

The result of the evaluation of the usual selection of free-form responses which were given by those who do suggest a change of bulk access provisions look very similar to the results from question 16:
Between 62% and 82% (or a total of 75%) of respondents call for opt-in policies or no access to data; additionally, some responses more generally ask for improved privacy protection.  There is very little support for improving the present opt-out mechanisms (< 10%), and close to no support for a more relaxed privacy policy.
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�Question 12 asks whether respondent thinks that the data elements used in .com, .net, and .org should be available uniformly in country code top-level domains, and asks for reasons for respondent's opinion.  This question is evaluated in chapter III (Uniformity and Centralization).
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