Classification of free-text responses to DNSO “WHOIS” TF questionnaire

· Question 4 – Use of the WHOIS that is most important to you?

Identify names related to suspicious activities (for investigations in general) - Identify ISPs hosting spam- Trace for security violations- Law enforcement, IP protection and competition

More specific researches; high school, email of a friend

Other technical information: DNS servers-IP addresses…

Transfer DNS info from another ISP/obtain info needed for a registrar transfer 

Making sure DN is valid

· Question 5 – What should be the purpose of the WHOIS ?

Identify names owned by a company

Identify technical contacts (DNS, ISPs) 

Identify domain owners and know whom you are dealing with 

Identify suspicious IP addresses/deter irresponsible behavior

Tracing sources of spam/should not be used for spam

· Question 6 – Attitute toward access to data contained in the WHOIS service?

Spammers and junk marketers (opt out) and identify source of spam

The information must be public, true and correct to deter irresponsible behavior

Privacy of individuals

Need to see if domain names have been abandoned or moved

Domain registrants must be accurately represented

· Question 7 - Data inaccurate, incomplete, out of date : description of harm ?

Unable to identify the registrant and who is operating the DN

Cannot trace the ID of the infringer (IP, spammer; porno..)-Loss of time and money if we want to contact the person 

Inability to contact the operator in case of technical problems

Update of data slow and inefficient – difficulty for updating the records

A web host charged for a renewed service that was cancelled

Very few said no harm at all

· Question 7 - How to improve? 

Burden on the registrant (education, must give good data or cancellation/ suspension of registration)

Burden on the registrars (verification, easy system to be put in place, cancellation/suspension of registration)

Regular updates: annual, monthly, daily

Verifications by registrars (mail, e-mails to be sent to confirm that data are accurate)

Rapid action from the registrar to correct data 

Easy and friendly system for keeping data up to date

Sanctions? Cancellation of registration? Suspension? 

Centralization and standardization of the databases

Protect privacy of individuals

Do not use data as a marketing tool

· Question 8.  Currently, Whois records in .com, .net, and .org are composed of the following data elements: …

Would you describe these data elements as

a. Adequate for your purposes
b. Inadequate for your purposes
c. Unnecessary for your purposes

8.1 If you answered "Inadequate," What other data elements would you like to see included to promote public confidence in Internet activities?

1.
Additional information on domain name registrants 

Includes:  Phone number, fax number, e-mail address, some combination of those elements, or all of those elements)

2.
Contact information for an abuse contact (e.g., telephone, fax, and/or e-mail address) for reporting unlawful activity.

3.
IP ranges

4.
The data elements currently required (identified in A – I) must be complete and accurate

5.
Reverse domain look-up capability

6.
Information on when last active contact with registrar took place
8.2.  If you answered “Unnecessary,” What other data elements would you like to see suppressed from public disclosure?

1.
Registrant contact data (item G)


Includes:  In some cases, identity of the registrar (item D) is included with the name and postal address of registrant

2.
Registrant contact data (item G) when it corresponds to an individual

Includes:  In some cases, identity of the registrar (item D) is included with the name and postal address of registrant

3.
Elements of Administrative and/or technical contact data (items H & I)


Includes:  Ranges from suppress everything to suppress only the e-mail address.

4.
Registrant, administrative, and technical contact data (items G, H & I)

Includes:  In some cases, identity of the registrar (item D) is included with the name and postal address of registrant

5.
Dates, registrant, administrative, and technical contact data (items E, F, G, H & I)

Includes:  In some cases, identity of the registrar (item D) is included with the name and postal address of registrant.  Varying responses, including suppress all data elements in these areas, and suppress all but administrative contact e-mail address.

6.
All addresses and phone numbers

7.
All personal data

8.
All but technical data (e.g., nameserver, registration and expiration dates)
Question 10.  Should the publicly accessible Whois database allow for searches (e.g., Boolean searching on character strings) be provided?

If “Yes”, how should the cost associated with such enhancements be paid for?
1.
By the registrar

2.
By search

3.
Subscription fee (e.g., monthly or yearly fee)

4.
Donations

5.
Government Support

6.
ICANN

7.
“Not” or “No”

Question 12.  Do you think that the data elements used in .com, .net, and .org should be available uniformly in country code top-level domains?

Why or why not?

1.
Yes – Promote uniformity and/or ease of use

Includes:  State should also be free to provide more information than in .com, .net, and .org if they wish.

2.
Yes – Provide greater accountability/openness

3.
No – Too much information available in .com, .net, and .org



Includes:  Limiting information to prevent spamming

4.
No – Availability of data should depend on national privacy laws

5.
No – Sovereignty/states should be able to decide for themselves

6.
No – Supply and demand/market forces should govern

7. No – It’s good as it is
Question 13:


What, in your view, is the best way to achieve uniformity both in format and search capability across Whois services? 

1.
ICANN should enforce standards


Includes:  Make it a requirement for registrar/registry; include in registrar accreditation agreement; ICANN should set standards; develop ICANN consensus  

2.
Establish centralized Whois database

Includes:  Have one whois service; single Whois clearinghouse; authorize “a few websites” to search all Whois data

3.
Voluntary code of conduct/consensus agreement/leave to registrars/registries


Includes:  establish best practices;  develop convention between registries; de facto standard based on majority practices 

4.
Let market handle it


Includes:  further discussion; self-regulation; make Whois a paid service to give registries incentives

5.
Standards-based approach


Includes:  XML DTD; use same software; develop open source standard; standardize through IETF; issue protocol  or  RFC or specification

6.
Use uniform format/display and require compliance (method for achieving not stated)
Question  14:


What, in your view is the best way to achieve the level of centralized public access that you support?  

1.
Central Whois server directing queries to distributed Whois databases using standardized query formats

Includes:  DNS-model hierarchical structure; referral Whois server; central web page; simple protocol gateway server; front-end with search capability across distributed Whois databases; transparent interface to distributed databases; server with pointer/redirector to Whois databases;  one-stop index of all Whois servers 

2.
Single centralized (and/or mirrored) Whois database

Includes:  master Whois database; database run by single authority 

3.
Centralized database for gTLDs only; ccTLD participation optional 
4.
Market/standards approaches 


Includes:  voluntary designation of registry as “internic partner”; reach agreement among registries; mutually agreed standard; standard naming conventions for Whois 

5. 
No action needed, current system effective enough

Includes:  references to geektools, uwhois, use of existing smart clients 

6.
Some read the question as asking what funding source should be used to achieve this goal.    Options observed:

a.  Registrars

b.  Registrant surcharge

c.   Charge for service of centralized Whois portal 

7.  
Some read the question as asking what entity should be in charge of achieving this goal.  Options observed:


a.  ICANN


b.  Inter-governmental authority
c.  Non-profit/non-commercial organization
d.  NSI or other commercial provider

Question 17 d


Do you think that these provisions [re bulk access/sale of customer data] should be changed?  If so, how? 

1.    
No bulk access or sale of data for any purpose


Includes: prohibit all sale of data; no bulk access except for law enforcement, tracking criminals, etc.; no sale of data for profit (OK to subsidize registration fee); allow funnel-in marketing instead  

2.
No bulk access for marketing purposes


Includes: no sale of contact data for spam, commercial purposes, etc. 

3.
Require opt-in (includes: express permission) before any sale or bulk access to data


Includes:  opt-in needed for any profitable use; for any use for non-technical reasons; blanket opt-in requirement for non-commercial registrants

4.
Require opt-in (includes:  express permission) before any sale or bulk access for marketing purposes

5.
Improve opt-out


Includes:  opt-out for data already made available under existing policy; opt-out for commercial registrants


6.
“Better privacy protection” (unspecified) 


Includes:  more strict, more restricted, comply with EU law

7.
Relax existing restrictions


Includes:  no restrictions; restore 1999 RAA rules (no restrictions on tel/fax marketing uses);  allow any lawful use unless threatening to operational integrity or inflicting damage marketplace can’t cure 

· Final Comments 

WHOIS important for enforcement purposes and technical information

Concerns re spam or improper marketing use (proposal for opt-out/opt in necessary for marketing use to protect privacy)

Others respondents insist on the need not to hide behind privacy: this argument serving  cybersquatters and other infringers.  Furthermore, on the Net you must accept to disclose who you are. 

One response: ICANN must not control ccTLDs 

Importance of accuracy and standardization
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